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STATUS OF CLAIMS 
Claims 1-14 are the only claims pending and stand under final rejection. Claims 1-14 are 
the basis of this appeal. 

STATUS OF AMENDMENTS 
There are no outstanding amendments. 

SUMMARY OF INVENTION 
As illustrated in FIG. 1, the present invention may be regarded as an integrated circuit 
100 for selectively encrypting plaintext data 102 received from a first device 104 to produce 
encrypted data 106 to send to a second device 108. The integrated circuit 100 comprises 
controllable encryption circuitry 110 comprising a data input 112, an enable input 114, and a 
data output 116. The integrated circuit 100 further comprises a plaintext input 118 for providing 
the plaintext data 102 to the data input 112, an encrypted text output 120 for providing the 
encrypted data 106 from the data output 116, and a first control input 122 for receiving a first 
device authentication signal 124 for authenticating the first device 104. A first verification 
circuit 130, responsive to the first device authentication signal 124, produces a first verification 
signal 132 for use in controlling the enable input 114 of the encryption circuitry 110 to enable 
the encryption circuitry 1 10 to provide the encrypted data 106 via the encrypted text output 120. 

ISSUES 

I. Whether claims 1, 3-8 and 10-14 are patentable under 35 U.S.C. § 103(a) over Brown et 
al. (5,892,826) in view of Lewis (5,734,819). 
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GROUPING OF CLAIMS 
Claims 1-14 stand rejected and are grouped together for the purpose of this appeal. 

THE REFERENCES 
The following references are relied upon by the examiner: 
Brown et. al. 5,892,826 April 6, 1999 

Lewis 5,734,819 Mar. 31, 1998 

Le Rue 5,694,469 Dec. 2, 1997 



THE REJECTIONS 

Claims 1, 3-8 and 10-14 stand rejected under 35 USC §103(a) as unpatentable over 
Brown et al. in view of Lewis. The examiner asserts that Brown discloses encryption circuitry 
but concedes that Brown does not teach to authenticate a device that provides plaintext data 
before enabling the encryption circuitry. The examiner asserts that Brown could be modified in 
view of Lewis to arrive at the claimed invention since Lewis discloses to authenticate a device 
using a unique chip identifier. 
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ARGUMENT 

I. THE ISSUE UNDER 35 U.S.C. § 103(a) - BROWN IN VIEW OF LEWIS 

A. The rejection should be reversed because modifying Brown in view of Lewis will not 
result in the claimed invention and therefore the examiner has failed to make a prima 
facie case of obviousness. 

The rejection should be reversed because the examiner has failed to make a prima facie 
case of obviousness when the combination of references does not teach all of the claim 
limitations (MPEP 2143). In response to this argument, the examiner asserts the applicant is 
attacking the references individually rather than the combination. However, this interpretation of 
applicant's argument is incorrect. Modifying Brown in view of Lewis results in a combination 
that does not teach all of the claim limitations . It is only after the examiner interjects his own 
modifications in view of applicant's specification does the examiner arrive at all of the claim 
limitations. 

The examiner concedes that Brown does not teach to authenticate a device before 
enabling an encryption circuit, but asserts that Lewis teaches this modification. However, Lewis 
discloses a system that authenticate a device before allowing software to run on the system (col. 
5, lines 9-14). Therefore, modifying Brown in view of Lewis would result in a system that 
authenticates a device before allowing software to run on the system : it would not result in a 
system that authenticates a device before enabling encryption circuitry to operate as recited in the 
claims. Accordingly, the combination of references does not teach all of the claim limitations as 
required under MPEP 2143. 

The suggestion to modify the prior art by authenticating a device before enabling 
encryption circuitry comes only from applicant's own disclosure which is not a proper basis to 
sustain a rejection under 35 USC §103. 
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CONCLUSION 



Reversal of the rejections in this appeal is respectfully requested. 

To the extent necessary, a petition for an extension of time under 37 C.F.R. 1.136 is 
hereby made. Please charge any shortage in fees due in connection with the filing of this paper, 
including extension of time fees, to Deposit Account No. 23-1209, and please credit any excess 
fees to such deposit account. 



Respectfully submitted, 



Date: Z////&Y By 




Reg. No. 37,938 
Tel. No. (303) 765-1689 
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A complete listing of the claims on appeal: 



1 1. An integrated circuit for selectively encrypting plaintext data received from a first device 

2 to produce encrypted data to send to a second device, the integrated circuit comprising: 

3 controllable encryption circuitry comprising: 

4 a data input; 

5 an enable input; 

6 a data output; 

7 a plaintext input for providing the plaintext data to the data input; 

8 an encrypted text output for providing the encrypted data from the data output; 

9 a first control input for receiving a first device authentication signal for 

10 authenticating the first device; and 

11 a first verification circuit, responsive to the first device authentication signal, for 

12 producing a first verification signal for use in controlling the enable input 

13 of the encryption circuitry to enable the encryption circuitry to provide the 

14 encrypted data via the encrypted text output. 

1 2. The integrated circuit as recited in claim 1, further comprising: 

2 a second control input for receiving a second device authentication signal 

3 authenticating the second device; 

4 a second verification circuit responsive to the second device authentication signal 

5 for producing a second verification signal; and 

6 a gating circuit responsive to the first and second verification signals for applying 

7 an enable signal to the enable input to cause the controllable encryption 

8 circuitry to provide the encrypted data via the encrypted text output. 

1 3. The integrated circuit as recited in claim 1 , wherein: 

2 the first device authentication signal comprises a device identifier; and 
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3 the first verification circuit verifies the first device by comparing the device 

4 identifier to a corresponding expected device identifier. 

1 4. The integrated circuit as recited in claim 3, wherein the expected device identifier is 

2 hardwired into the integrated circuit. 

1 5. The integrated circuit as recited in claim 3, wherein: 

2 the second device is a non-volatile memory; and 

3 the expected device identifier is stored on the non-volatile memory. 

1 6. The integrated circuit as recited in claim 1 , wherein: 

2 the first device authentication signal comprises a message authentication code 

3 generated over the plaintext data using a device key; and 

4 the first verification circuit verifies the first device by verifying the message 

5 authentication code using an internal key. 

1 7. The integrated circuit as recited in claim 1, wherein: 

2 the first device is a signal processing circuit; and 

3 the second device is a non-volatile memory. 

1 8. A method of controlling encryption circuitry within an integrated circuit by selectively 

2 encrypting plaintext data received from a first device to produce encrypted data to send to 

3 a second device, the method comprising the steps of: 

4 receiving the plaintext data from the first device; 

5 receiving a first device authentication signal for authenticating the first device; 

6 producing a first verification signal in response to the first device authentication 

7 signal; and 

8 enabling the encryption circuitry in response to the first verification signal to 

9 provide the encrypted data to the second device. 
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19. The method of controlling encryption circuitry as recited in claim 8, further comprising 

2 the steps of: 

3 receiving a second device authentication signal authenticating the second device; 

4 producing a second verification signal in response to the second device 

5 authentication signal; and 

6 enabling the encryption circuitry in response to the first and second verification 

7 signals to provide the encrypted data to the second device. 



1 10. The method of controlling encryption circuitry as recited in claim 8, wherein: 

2 the first device authentication signal comprises a device identifier; and 

3 the step of producing a first verification signal in response to the first device 

4 authentication signal comprises the step of comparing the device identifier 

5 to a corresponding expected device identifier. 



1 11. The method of controlling encryption circuitry as recited in claim 1 0, wherein the 

2 expected device identifier is hardwired into an integrated circuit. 

1 12. The method of controlling encryption circuitry as recited in claim 10, wherein: 

2 the second device is a non-volatile memory; and 

3 the expected device identifier is stored on the non-volatile memory. 



1 13. The method of controlling encryption circuitry as recited in claim 8, wherein: 

2 the first device authentication signal comprises a message authentication code 

3 generated over the plaintext data using a device key; and 

4 the step of producing a first verification signal in response to the first device 

5 authentication signal comprises the step of verifying the message 

6 authentication code using an internal key. 



1 14. The method of controlling encryption circuitry as recited in claim 8, wherein: 

2 the first device is a signal processing circuit; and 

3 the second device is a non-volatile memory. 
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